Excellence in
IT Security & Investigations

CASE STUDY 2: BANKRUPTCY FRAUD - LITIGATION SUPPORT

INDUSTRY: BANKING POTENTIAL LOSS: $30 MILLION
CHALLENGE: RECOVER DELETED FILES TIME TO RESOLVE: 2 WEEKS
IDENTIFY HIDDEN ASSETS

Background: A bank made a multimillion-dollar loan to a large construction company that subsequently
declared bankruptcy. The bank wanted to try to recover some of its losses. The principals of the company
claimed that they were mere employees of the now bankrupt company. They proved to be uncooperative
during the bankruptcy proceedings. Most of the equipment, valued at over $30 Million (on which the bank
had the first lien), was missing.

Challenge: The bank's attorneys obtained a court order to examine the company computers in order to
determine where the equipment was located. The subject company turned over five computers to comply
with the order, after fighting it in court for three months. The bank hired Cyber Diligence to conduct
forensic examinations on the five computers. Cyber Diligence forensic investigators quickly determined
that the subject company could not have been operating with only these five computers. It was clear that
the subject company had not complied with the judge's orders. Of the five computers that were turned
over, two had no data and appeared to have been unused for at least three years, two had very little data
of any value and apparently belonged to low level clerks, and one old model computer had a relatively
new and large hard drive which was formatted the day after the court order was issued.

Response: Investigators focused their attention on the newly formatted hard drive where a forensic
examination recovered more than 187,000 files. One investigator who was tasked to examine retrieved
files from this computer to uncover evidence that the subject company was hiding evidence in violation of
the court order, while the rest of the team concentrated on uncovering evidence of the whereabouts of the
missing equipment. While conducting his investigation, the investigator discovered a word processing
document that contained a list of company executives, their assigned IP Addresses, billing information,
etc. which showed that there were a total of twelve computers. This one document alone proved that the
subject company was hiding additional computers and had not surrendered them, which violated the court
order. We immediately notified the Bank's legal team and provided documentation to them.

Results: Within a few days, a contempt of court hearing was held where the investigator, who recovered
the document, testified. The defense team's attorney, who specialized in dealing with computer evidence
and was trained to attack expert computer examiners, was unsuccessful in attacking our investigator's
expert testimony. The assigned investigator was a veteran law enforcement agent who had spent the last
seven years of his career conducting computer crimes investigations. The judge ordered the subject
company to turn over the missing computers or face a five-year jail term and $100,000 fine for each
missing computer. Meanwhile, a forensic team at our lab had great success retrieving solid evidence about
the existence and whereabouts of the missing equipment. Many encrypted files were recovered that gave
a complete picture of the subject company from accounting, to contracts, to payroll. One encrypted
document contained a complete list of equipment and their storage locations. One file, protected with a
very strong password was difficult to crack. The forensic team put the entire collective processing power of
twelve networked workstations in the Cyber Diligence Forensic lab to work with a massive Brute Force
Attack on the encrypted file. The password was retrieved after fifteen and a half hours and the complete
inventory of all equipment and construction materials including their values, storage locations, driver's
names, etc. was obtained. Contents of this file were immediately forwarded to the Bank's legal team and
to the Field Investigators. Within days most of the equipment was recovered.

Cyber  Diligence  has the  tools, expertise and  experience to  work for  you.



ABOUT CYBER DILIGENCE, INC.

Founded by Mr. Yalkin Demirkaya (NYPD Retired) Cyber Diligence is comprised of highly trained investigators
who are world-recognized experts in information security (INFOSEC), Incident Response, Investigations and
security management. Cyber Diligence Investigators are experienced criminal investigators who are also skilled
at deploying sophisticated state-of-the-art tools to combat Information Technology crimes and to counter
intrusions that compromise valuable corporate assets.

Cyber Diligence specializes in conducting highly sensitive covert internal investigations. Our
expertise includes:

Insider abuse detection

Investigations into actual or suspected industrial espionage

Electronic Discovery Services

Litigation Support/Expert Testimony

Incident Response

Computer Forensics

Network Forensics

IT Security Assessments

Intellectual Property Protection

Malicious activities and other forms of misconduct or corporate compliance violations.
Counter-Surveillance Services (Technical Surveillance Counter Measures)

Cyber Diligence is a licensed Private Investigations firm, whose investigative team members are former law
enforcement investigators and commanders. They possess over 140 years of investigative experience and
have successfully investigated many high level industrial espionage cases in the United States and abroad.

WHY CYBER DILIGENCE?

1. We have the knowledge, skills and experience.

2. We have a state-of-the-art lab equipped with the latest computer and network forensic tools to
tackle any cyber security incident. We attack the problem with the right tools.

3. We have a unique IT assessment methodology to assess an organization’s IT security posture
to protect against internal & external threats.

4. Qualified people with years of computer crime investigative experience ask qualified questions
— we trust the answers, but we always verify.

5. We take a realistic approach to your business, understanding your culture to secure your
business with common sense solutions.

Contact Us: info@CyberDiligence.com
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